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Real Estate Bulletin
Purchasing Your Next Piece of
Property With an iPad May Have
Just Become a Reality
As of July 1, 2015, Ontario's Electronic Commerce Act 1 ("Act")
permits agreements of purchase and sale and other documents that
create or transfer an interest in land ("Agreements") to be signed
electronically2, and to satisfy the requirements of the Statute of
Frauds.3
The Act is technology neutral. It does not impose any requirements
concerning the adoption, association or reliability of an electronic
document or electronic signature.4 Parties are free to chose whether
to use electronic documents and electronic signatures 5 and to adopt
the technologies and processes best suited to their needs and
concerns.
What is an Electronic Signature?
The Act defines an electronic signature as "electronic information
that a person creates in order to sign a document and that is in,
attached to, or associated with the document."6 The Act however,
does not specify what is required for a person to (i) adopt an
electronic signature, or (ii) how it is to be "attached or associated"
with a document. Therefore, electronic signatures may take many
forms, from a PDF of a person's written signature that is pasted to
an electronic document, or a symbol or alphanumeric code that is
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mathematically or functionally attached to a particular document
(such as a digital signature).7
The Risk of Fraud
The move to electronic commerce, and the use of technological
platforms the manage electronic documents and facilitate the use of
electronic signatures, does not take away from the risk of fraud.
Rather, new fraud risks may arise even though other risks associated
with the use of paper documents may be minimised. The Act leaves
it open to parties to determine whether it is advisable or feasible to
use electronic documents and electronic signatures. A large variety
of software products are available to facilitate the use of electronic
signatures and provide a means of creating unique digital signatures,
of associating digital signatures with documents and providing a
means to audit the security of these documents.
The Act does not take away from the need for real estate agents and
lawyers involved in a transaction to reliably establish the identity of
the person signing the Agreement. The requirements of the Act do
not replace existing laws, such as various "Know Your Client"
requirements or FINTRAC rules, which require persons involved in a
real estate transaction, such as lawyers, real estate agents, or banks
to otherwise confirm the identity of a purchaser.
The Adoption and Association of an Electronic Signature
Beyond just confirming the purchaser's identity, it may also be
prudent for lawyers and real estate agents to develop an electronic
signature that is unique to the person signing the document and
implement a system that can reliably associate that signature to the
transactional document.
In order to prove whether an electronic signature is unique to a
particular individual, or is attached to a particular document, the
party must be able to demonstrate that the technology used to
perform said function is secure and effective.
Digital signature technology is one such tool. A digital signature is a
kind of electronic signature whereby a computer creates a unique
identifier through the application of encryption or encoding.8 Digital
signatures ensure the identification of a specific signor, that the
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Mark Lewis, "Digital Signatures: Meeting the Traditional Requirements Electronically – A Canadian Perspective" 2
Asper Rev Int'l Bus & Trade L 63 (2002) at pg 69.

McMillan LLP  mcmillan.ca

Page 3

signature is attached to or associated with a specific document, and
that the document has not been tampered with.9 In fact, Ontario's
electronic land registration system already relies on digital
signatures.10 Also, PIPEDA's Secure Electronic Signatures Regulations
require a digital signature in order for an electronic signature to be
enforceable.11

Conclusion
Members of the legal profession acknowledge that electronic
handling of Agreements may be an easier and more efficient process.
However, this change brings with it fears of fraudulent activity.12
However, the risk of fraudulent activity is not new to real estate
transactions. As in the paper world, the challenge of minimizing
fraud in relation to electronic signatures is met by the lawyer,
employing appropriate processes, and technologies to eliminate the
risk of fraud as much as possible. The diligence of the real estate
practitioners is the key defence against fraud. As a result, electronic
signatures are not necessarily inherently more vulnerable to
fraudulent transactors.13 Drawing on established tools and methods,
real estate practitioners can construct a system of processes and
technologies that ensure electronic signatures are reliable, and that
parties are protected from fraudulent transactions.
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a cautionary note
The foregoing provides only an overview and does not constitute legal advice. Readers are
cautioned against making any decisions based on this material alone. Rather, specific legal
advice should be obtained.
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