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The Supreme Court of Canada has found that under certain circumstances,
law enforcement officers may perform a warrantless search of the contents
of a lawfully arrested individual’s cell phone via their ancillary search
powers. This landmark decision in R. v. Fearon' reached by a 4:3 majority
was released on December 11, 2014.

While they differed in their ultimate ruling, both the majority and dissent-
ing justices noted that significant privacy issues arise within the specific
context of cell phone search that make this type of search different from the
standard search incident to arrest.

The Canadian position on cell phone searches incident to arrest therefore
contrasts with that of the United States, where, in the recent case of Riley v.
California,” the U.S. Supreme Court unanimously ruled that police must
obtain a warrant to search the cell phone of an arrestee.

Facts

Two robbers (one armed with a handgun) stole jewellery from a merchant
as she was loading her vehicle, and fled by car. Shortly thereafter, police
officers arrested two suspects, Fearon and Chapman, and located the geta-
way vehicle.
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Upon the arrest of the suspects, the police proceeded with the
usual pat-down search and found a cell phone on the person
of Fearon not protected by password, the contents of which
they browsed. The device contained an incriminating draft
text message and the picture of a handgun. After obtaining a
warrant, the police searched the vehicle and found the hand-
gun depicted in the photo.

The trial judge found that s. 8 of the Canadian Charter of
Rights and Freedoms (the “Charter”),” which entrenches the
right to be secure against unreasonable searches and seizures,
had not been breached by the warrantless search of the cell
phone. Fearon was convicted of armed robbery (among other
offences), and he appealed. The Ontario Court of Appeal
dismissed the appeal.’®

Decision of the Supreme Court

Justice Cromwell, writing for the majority, dismissed the ap-
peal and found “that there were important law enforcement
objectives to be served by a prompt search of aspects of the
phone™ but that the officers’ evidence with respect to the
extent of the search was insufficient, thus making it unrea-
sonable. He explained that Canadian courts to date had pro-
vided four different views as to whether the search incident
to arrest powers of the police extended to permit the search-
ing of cell phones:

1. Searches of cell phones are permitted.

2. “Cursory” searches of cell phones are permitted.

3. “Data-dump” cell phone searches are not permitted.
4

Searches of cell phones are not permitted, except in
exigent circumstances where a “cursory’ search may
be permissible.

The majority elected to go with none of these approaches as
Cromwell J. advocated for setting “meaningful limits” on cell
phone searches incident to arrest. For these searches, police
must limit the scope of the search, the purposes of the search,
and keep detailed notes of what they searched on the phone
and why such a search was required as being incident to ar-
rest. In particular, Cromwell J. noted that in general, “only
recently sent or drafted emails, texts, photos and the call log
may be examined as in most cases only those sorts of items
will have the necessary link to the purposes for which prompt

examination of the device is permitted [emphasis added]”.°
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The majority judges further affirmed the notion that
searching the entire contents of a cell phone is
equivalent to searching a computer, and triggers
considerable privacy interests, drawing a parallel
with the Supreme Court’s decision in R. v. Vu
[Vu],” where it had held that a specific authoriza-
tion is required to conduct the search of a computer
or a cell phone found during the search of an indi-
vidual’s residence, performed under a warrant is-
sued for the search of the premises.

However, in keeping with the majority’s view of
the ability to set “meaningful limits” on a search,
Cromwell J. highlighted that a targeted cell phone
search would not always trigger these extreme pri-
vacy interests, as opposed to seizure of bodily sam-
ples and strip searches, which are “very great
invasions of privacy”® no matter how they are
conducted.

It is also worth noting that contrary to what the
Court of Appeal had concluded, Cromwell J. held
that whether or not a phone is password protected
should not change an individual’s expectation of
privacy. The fact that an individual did not protect
his cell phone by password does not constitute a
waiver of his/her privacy interests. However, it is
unclear from the majority decision how police
would, in practice, be expected to perform a search
incident to arrest on a password-protected phone.

The majority of the Supreme Court summarized as
follows the conditions under which a warrantless
cell phone search incident to an arrest will not be
unconstitutionally unreasonable:

1. The arrest was lawful.

2. The search was truly incidental to the arrest pursuant to
valid law enforcements purposes, namely:

(a) protecting the police, the accused, or the public;
(b) preserving evidence; or

(c) discovering evidence (only where the investigation
will be stymied or significantly hampered absent
such search).

3. The scope and nature of the search is tailored to its
purpose.

4. The police have taken detailed notes of their
examination and way the device was searched.

The majority ultimately found that the search was
conducted in breach of s. 8, but only for want of
evidence detailing to what extent, how, and why
the device was examined. Nevertheless, the majori-
ty refused to exclude the evidence as remedy for
the violation of Fearon’s rights, reasoning, inter
alia, that the invasion of privacy of the accused was
not particularly serious in the circumstances.

Justice Karakatsanis, writing for the dissent, opined
that the police were required to obtain a warrant
before searching the cell phone. Specifically,
Karakatsanis argued that except in exigent circum-
stances, a warrant would be required to search a
person’s phone or other personal digital device,
even as part of a search incident to arrest. The dis-
sent was not opposed to searching cell phones but
argued that a warrant is required to ensure that in-
dividuals’ privacy interests are appropriately pro-
tected. It noted that “a telewarrant can usually be
obtained relatively quickly and with little harm to
the investigation”™ and that the police “were enti-
tled to seize the phone pending an application for a

10
warrant”.

Impact on White Collar Crime

The decision of the Supreme Court was rendered in
the context of armed robbery, a violent crime,
which can be distinguished from economic offenc-
es such as fraud, corruption, or criminal competi-
tion offences. As Cromwell J. noted, in the
particular circumstances of this case, “the police
knew a dangerous weapon was on the streets”.'' In
such a situation, the incident search of a cell phone
appears much more justified and reasonable, given
the imminent danger for the safety of the public.
Justice Cromwell observed that law enforcement
objectives permitting incident searches of cell
phones will be “most compelling” in cases of “vio-
lence or threats of violence, or that in some other
way put public safety at risk [...] or serious property
offences that involve readily disposable property,

9 12

or drug trafficking”.
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Such circumstances are dissimilar to those where,
for instance, the cell phone of an arrestee would be
searched on suspicions of participation in financial
fraud unless it is apparent that evidence could be
lost absent a search incident to the arrest. Where
the incident search is conducted for purposes of
discovering evidence, “great circumspection” is
required: a warrantless examination of the device
upon arrest will only be permitted if “the investiga-
tion will be stymied or significantly hampered”."

In our view, upon the arrest of an individual sus-
pected of having committed an economic offence,
searches of cell phone devices would still require a
warrant in most cases. Unlike offences such as rob-
bery involving “readily disposable property”, white
collar crime generally involves no imminent risk of
another offence being committed or violence. In
other words, there will rarely be an element of ur-
gency, which can, for other types of offences, per-
mit some limited search of a cell phone.

With respect to competition offences, it should be
noted that unlike police officers, Competition
Bureau agents do not possess incident search pow-
ers and must always, save for exceptional circum-
stances, obtain a warrant to search the contents of a
cell phone.

Comments

The Supreme Court attempted to strike a balance
between effective law enforcement and the protec-
tion of significant privacy interests impacted by cell
phone searches. The majority ruled in favour of a
system under which police officers may carry out
incidental cell phone searches upon arrest, but pur-
suant to rather stringent safeguards.

Although the Majority in this case permitted the
evidence gathered from the warrantless search of a
cell phone to be used against the accused, both the
dissent and the majority agreed that the search of a
cell phone triggers significant privacy interests.
Even in the majority’s opinion, the type of cell
phone review that is permitted and the circum-
stances when such a review is permitted are very
limited. A strong argument can be made that,

outside of the search incident to arrest context, a
cell phone search would require a warrant that has
specifically considered the privacy interests trig-
gered by this type of search.

Despite such safeguards, the ruling of the Supreme
Court means that complete trust is given to police
officers with respect to the scope and extent of cell
phone examinations incident to arrest. As the dis-
senting justices noted, “it is very difficult—if not
impossible—to perform a meaningfully constrained
targeted or cursory inspection of a cell phone or
other personal digital device”.'* While the police
must detail their search of the device, there will
generally be no way to confirm that they did not
peer into the contents of the device further than
stated in their report.

As Cromwell J. previously recognized in Vu, proto-
cols limiting the way in which a computer may be
searched are not, as a general rule, required for a
warrant. The dissent observed that the same reason-
ing applies to cell phones but did not preclude the
development of such protocols, highlighting that in
performing a cell phone search, with or without a
warrant, the authorities must not extend the search
beyond the scope of the grounds permitting it.
Grounds to search a cell phone for a specific pur-
pose cannot provide carte blanche to roam the per-
son’s digital life without restraint.

In the context of economic crimes, authorities
should be proactive and suggest to the court, when
applying for a warrant to search a cell phone, a pro-
tocol to protect the powerful privacy interests en-
tailed by such digital devices, which may contain
records of viva voce private communications and
sometimes be able to track the location where one
was while in possession of the device.

As the dissent observed, seizure of the cell phone
pending the granting of a warrant may serve to pre-
serve the evidence contained therein, and telewar-
rants may be obtained within a relatively short
period; however, it is worth noting that functions
and applications available on smart phones permit
the user to remotely erase all data contained on the

28



CANADIAN PRIVACY LAW REVIEW - Volume 12 - Number 3

device. The approach sustained by the majority will
arguably be able to prevent the destruction of evi-
dence using such methods.

Finally, we note that the Supreme Court did not
make an observation as to whether an accused
could be compelled to provide his or her password
to a locked device during an incident search. The
Quebec Court of Appeal held in 2010 that a warrant
compelling the accused to provide the password to
his computer with a view to incriminate him
breached the constitutional protection against self-
incrimination and rendered the subsequent seizure
of data unreasonable under s. 8 of the Charter."

© McMillan LLP
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