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bring enforcement actions to require
)yanies to remediate the unlawful behavior: implementation of
ehensive privacy and security programs, biennial assessments by
andent experts, monetary redress to consumers, disgorgement of ill-
gains and deletion of illegally obtained consumer information.

TC’s other tools include: conducting studies and issuing reports,
public workshops, developing educational materials for
1ers and businesses, testifying before Congress and commenting
on legislative and regulatory proposals that affect consumer privacy, and
working with international partners on global privacy issues.



2ch-Biley Act ("GLB”) Safeguards Rule requires financial institutions over which the FTC
to develop, implement, and maintain a comprehensive information security program that

ule sets forth when car dealerships must provide consumers with initial and annual
Ing the dealer’s privacy policies and practices and provide a consumer with an

_ opportunity to opt out of disclosures of certain information to nonaffiliated third parties.

he Disposal Rule under the Fair and Accurate Credit Transactions Act of 2003 (“FACTA”), requires
that companies dispose of credit reports and information derived from them in a safe and secure
manner.
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The Children’s Online Privacy Protection Act
of 1998 ("COPPA") generally requires
websites and apps to obtain verifiable
parental consent before collecting personal
Information from children under 13.

WELL, TIMMY, IF YOU DIDN'T WANT ME
TO SEE YOU WHEN YOU'RE SLEEPING,
KNOW WHEN YOU'RE AWAKE, KNOW
IF YOU'VE. BEEN BAD OR GOOD,
AND SELLTHAT DATA TO THIRD PARTIES,
THEN YOU SHOULD HAVE CHECKED

159 /" YOUR PRIVACY SETTINGS.
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orced by the FTC.

lon Is provided by

under state consumer protection statutes that
do provide a private right of action.



A ECITTASE
collected personal information from parents on its
atform, where the Kid Connect app was available

d, and also through a web-based gaming and
alled Planet VTech.

Before using Kid Connect or Planet VTech, parents were
equired to register and provide personal information
cluding their name, email address as well as their
ldren’'s name, date of birth and gender. VTech also
ected personal information from children when they used
e Kid Connect app.

ovember 2015, VTech was informed by a journalist that
a hacker accessed its computer network. and personal
Information about consumers including children who used its
Kid Connect app.
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electronic toys collected the personal information of
en, and that the company failed to provide direct
srifiable consent from parents concerning its

U|red by COPPA.

ice to parents or obtai
mation collection practices, as

Iso alleged that VTech failed to use reasonable and appropriate data security
es to protect personal information it collected.

TC also alleged that VTech violated the FTC Act by falsely stating in its
policy that most personal information submitted by users through the
J Lodge and Planet VTech would be encrypted.

VTech will pay $650,000 as part of the settlement with the FTC. VTech is
permanently prohibited from violating COPPA in the future and from
misrepresenting its security and privacy practices as part of the proposed
settlement. It also is required to implement a comprehensive data security
program, which will be subject to independent audits for 20 years.






YETNEAS 65060 (NID; 111, 2018)

Ing breach of contract, breach of implied warranty of
ation of lllinois Consumer Fraud and Deception Act,

ing to state a claim.

VER, Court noted that ois law allows plaintiffs to predicate
ner fraud claims on violations of other statutes, even if those other
S do not provide for a private right of action. BUT, such claims
eet the heightened pleading requirements required of fraud.
ffs did not sufficiently plead that VTech violated COPPA nor did they
vith the necessary particularity.

Court provided a chance to replead and encouraged the parties to try to
settle the case. The case was voluntarily dismissed with prejudice
months later. Not clear if the dismissal resulted from settlement.



= Plaintiffs are children younger than 13 who allege that the
defendants, Viacom and Google, unlawfully collected personal
Information about them on the Internet, including what webpages
they visited and what videos they watched on Viacom's websites.

& Nickelodeon website read “HEY GROWN-UPS: We don’t collect
ANY personal information about your kids. Which means we
couldn’t share it even if we wanted to!”
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at Viacom and Google invaded their privacy by
of intrusion upon seclusion.

“ourt held that the children had standing to assert claims that a website
ith video streaming and an Internet advertising company unlawfully
ected personal information about the children. “[W]hen it comes to
that protect privacy, a focus on ‘economic loss is misplaced’.
2ad, in some cases an Iinjury-in-fact ‘may exist solely by virtue of
es creating legal rights, the invasion of which creates standing.”™

t dismissed claims grounded in the Federal Wiretap Act, California
lon of Privacy Act, New Jersey Computer Related Offenses Act and
0 Privacy Protection Act.

@ New Jersey claim of intrusion of seclusion was not dismissed. Court held
that COPPA does not preempt the plaintiffs' state-law privacy claim.
COPPA “says nothing about whether such information can be collected
using deceitful tactics ... COPPA leaves the states free to police this kind
of deceptive conduct.”



0okie Placement Consumer Privacy Litig., 806 F.3d 125, 150
lon claim allowed where alleged that Google overrode the
plaintiffs’ cookie blockers, while announcing in its Privacy Policy that internet users
could reset their browser to refuse cookies).

re Vizio, Inc., Consumer Privacy Litig., 238 F. Supp. 3d 1204, 1233 (C.D. Cal.
7) (claim permitted where “even if consumers believed they had opted out of
1zio’s data collection practices, Vizio was still collecting their data”).
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HELLO? I wWoulD LiKE To REPORT
AN OUTRAGEOUS PRIVACY BREACH.

T FounND THiS Book
On MY DOORSTEP wHERE
MY NAME, Full ADDRESS
AND PHONE NUMBER
ARE ALL DISPLAYED iny

CLEAR TexT /!




